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Government and industry want to take advantage of:

- Economies of scale provided by cloud-based infrastructure-as-a-service (laaS)
and platform-as-a-service (PaaS) delivered via networks of global sub-
contractors and cloud processors; and

 Al, ML, advanced analytics, and other capabilities outside the scope of their
internal capabilities offered by third parties, often as cloud-based software-as-a-
service (SaaS) offerings.

This webinar series highlighted how the following can be achieved, enabling secure
use of laaS, PaaS and SaaS cloud-based offerings:

» Breach-Resistant Processing
« Lawful Basis for Secondary Processing and International Data Transfers
+ Defensible Data Supply Chain Sharing and Processing

Webinar #1

Managlng Data Breach 43% of webinar attendees answered

Liabil ity & EXpOSU re “yes” when asked if they had
suffered an external data breach.
(26 October 2022)

Data breaches are becoming increasingly common,

and in some cases have resulted in criminal liability 62% answered “yes” when asked
for the individuals who mishandled the response. The if they had experienced an
webinar examined how Statutory Pseudonymization internal data breach.

helps to increase companies’ cyber resiliency.




Key Highlights:
Statutory Pseudonymization:

* Reduces organizations’ obligations under the
GDPR, as far as notification to data subjects and
regulators.

* Protects data, rendering it useless to any attacker
in the event that a breach occurs.

» Allows organizations to obtain more
comprehensive cybersecurity insurance.

» Enables compliance with minimization and
purpose limitation.

+ Facilitates secondary uses of data.
* Protects data both internally and externally.

All organizations have statutory obligations to notify
individuals and regulators, when a breach occurs.
However, these obligations are reduced if Statutory
Pseudonymization has been applied. Odia Kagan
(Fox Rothschild) noted that if organizations had
“used pseudonymization [to protect data that had
been subject to a breach] then that may have
resulted in [it] not being a reportable breach.” By
protecting data in line with GDPR recommendations,
organizations reduce their breach exposure in the
first instance, as well as compliance obligations.

Joe Swanson (Carlton Fields) noted the crucial role
that measures such as Statutory Pseudonymization
can play in protecting organizations from the
consequences of a breach once one has occurred,
explaining that plaintiffs must always show that the
breach caused harm. He noted that they would be
“hard pressed to show that there was an injury when
the data was otherwise unusable,” such as when it
has been pseudonymized in compliance with the
GDPR. Gary LaFever (Anonos) agreed, explaining that
“if you've in fact protected the data, so it's not
revealing identity, then it's unlikely to result in harm.”

Magali Feys (AContrario Law) also raised a key
point, that from an insurance standpoint,
organizations will also be more able to obtain
cybersecurity insurance if they can show that they
are using approaches such as pseudonymization to
protect the data and protect the privacy of data
subjects. Joe Swanson described it as a “game
changer from a third party liability standpoint,” with
Magali Feys further explaining that “in contractual
negotiations with regard to your limitation of liability
cap .. being able to refer to a good insurance policy is
fundamental.”

Odia Kagan noted that when it comes to data
collection, “don't keep more than you need,”
explaining that “if it's not there, a hacker can't get to

it.” She went on to explain that “pseudonymization ...
both allows you to comply with your data
minimisation, it is more likely to allow more
secondary uses to fall in the umbrella of
compatibility, and then also you know that at the
“deep end” it minimizes the consequences of
breach.” This highlighted the multi-purpose benefits
of Statutory Pseudonymization. Odia Kagan also
explained that “Colorado actually lays out what you
need in order to satisfy the components for
compatibility and one of them they're saying is the
existence of additional safeguards, such as
encryption or pseudonymization ...
Pseudonymization is one way to enable compatible
secondary uses of the data.”

Importantly, Joe Swanson noted that a data breach
can also be “malicious acts by an insider ... an
employee leaving and looking to start a business and
taking with him or her a bunch of personal
information ... And then there's also just human error
[such as] leaving a laptop in a taxi cab or losing a
thumb drive somewhere.” Statutory
pseudonymization protects against data breachin
both of these cases, by protecting data for both
authorized persons and authorized uses, no matter
where the data is.

Webinar #2

(3 November 2022)

of webinar attendees rated
software-as-a-service as the
most important cloud-enabled
capability that their
organizations need to use.

80%

86% of webinar attendees believe
the new proposed EU-US Data
Privacy Framework will fail to
withstand judicial scrutiny and
not be sustainable because it
fails to address Schrems |l
requirements for supplementary

technical measures.
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Organizations are evaluating the use of technical
measures to protect data when processed in the
cloud given the critical importance to their
commercial operations, particularly after the Schrems
Il ruling that struck down the EU-US Privacy Shield.
This webinar explored how Statutory
Pseudonymization addresses the legal issues
surrounding the use of U.S.-operated clouds to
enable lawful data transfers.

Key Highlights:

» Organizations are protecting data at rest and in
transit with encryption and access controls, but
often no controls are used to protect the data
when it is being processed in cleartext. Numerous
data breaches and enforcement actions highlight
this issue.

* Technical controls that protect data in use are
important for protecting against breach and
making desired processing in U.S. operated clouds
lawful.

+ EUand US laws are often in conflict. Technical
controls can help to bridge conflict-of-laws issues.

» The Schrems Il ruling has sparked new interest in
the CLOUD Act, and the interplay between US
cloud companies, other US companies, and EU
data subject rights.

» Technical measures can protect against CLOUD
Act requests and help reconcile Schrems Il issues
with EU data subject data.

« Statutory Pseudonymization is one way for
organizations, governments, and companies to
process data in a way that is predictable and lawful
to enable data-driven insights.

Magali Feys (AContrario Law) noted some of the key
political issues, particularly that the EU and US are
coming from different political and historical settings,
explaining that we “cannot really expect that the US
is going to turn 180 degrees to adopt European
philosophy.” Cynthia O'Donoghue (Reed Smith)
continued, explaining that there is always a “tension
between interpretation of enforcement, what the law
says, and what treaties or other mechanisms might
be in place ... technical controls help to bridge the
differences between laws.”

Panelists particularly noted the revival in interestin
relation to the U.S. Clarifying Lawful Overseas Use of
Data (or CLOUD) Act after the Schrems Il ruling.
Despite the fact that the CJEU didn’t mention the
CLOUD Act in their ruling, Alex van der Wolk (Morrison
& Foerster) highlighted that “the DPAs, the
authorities in Europe have started to cite ... the

Schrems Il decision on the CLOUD Act because they
say even though there may not be an actual transfer
upfront, that potential [for a transfer] is what is
making it problematic.” This indicated the far-
reaching nature of the Schrems Il case, and the need
for measures such as Statutory Pseudonymization
that can help organizations to comply with Schrems lI
and resist CLOUD Act requests, reconciling US and EU
law in the absence of a reliable cross-border treaty.
Gary LaFever (Anonos) explained that “a lot of people
would like to take advantage of what the cloud has to
offer ... [so] how do we enable all organizations,
governments, and companies to do so in a way that
actually is predictable and lawful? ... it is possible to
protect data in untrusted environments like the U.S.
cloud using Statutory Pseudonymization.”

Webinar #3

(9 November 2022)

100% of the audience said the sharing
and processing of data with other
legal entities and third partiesis

necessary for their organizations.

97%  of the audience also indicated
that the potential liability from
data supply chain partners failing
to protect datawheninuseisan

issue for them.

91% At the close of the webinar, 91% of
the audience said they either (i)
realize their organization should
be using Statutory
Pseudonymization because of the
benefits it provides or (ii) they
would like to learn more about

Statutory Pseudonymization.
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As evidenced by our in-webinar polling, data sharing
and processing with other legal entities and third
parties is necessary for organizations to operate.
However, significant liability issues can arise when
data supply chains flow outside the organization’s
control; if data is processed as unprotected cleartext,
cloud providers and users are subject to joint and
several liability for data breaches. This webinar
discussed how Statutory Pseudonymization improves
compliance and mitigates risk when processing
European Union and other foreign data using the U.S.
cloud and related technology.

Key Highlights:

* The use of the U.S. cloud as part of
organizational data supply chains is critical, and
needs to continue for both operational and
business reasons.

+ Joint and several liability and the shared
responsibility model apply to the use of the cloud,
for cloud providers and cloud users. Increasing
technical protections such as through the use of
Statutory Pseudonymization can reduce the risk of
breach and help organizations more easily obtain
cybersecurity insurance.

* Schrems Il and other guidance does not intend to
prohibit the use of the U.S. cloud: instead,
compliant use is the intention by leveraging
technical controls.

+ Access controls and encryption only protect
data in transit and in storage, but most data is
still processed in cleartext, leaving it vulnerable
to breach.

+ The U.S. cloud can be used in a compliant
manner with appropriate technical and
organizational controls.

« Statutory Pseudonymization allows EU-US
transfers and compliant processing, including
compliant further processing in the cloud for Al, ML
and analytics.

When it comes to the CLOUD Act and Schrems I,
Herald Jongen (Greenberg Traurig LLP) explained that
there has been a “debate in Europe about whether we
should use EU companies only or EU-based clouds
only or EU only clouds,” but that this is a false solution
that is not necessary. Importantly, by avoiding the
cloud Magali Feys (AContrario) raised the issue that
customers may end up keeping their data somewhere
‘less secure than in a trusted cloud environment ... it's
not about avoiding EU-US data transfers. | don't think
that was ever what the Schrems Il decision was about.
Rather, when you do it, you must implement technical
safeguards and organizational safeguards in addition

to addressing legal and ethical requirements.” Mark
Webber (Fieldfisher) continued, noting that “The
ability to control [the protection of data] is what
we're talking about. As a controller, you must pay
attention to the details of end-to-end processing and
understand where the data comes from and where it
goes, and maintain control throughout the entire
data supply chain. You must be able to protect data
as it cascades and moves around ... You've got to be in
control over data no matter where it is used.”

In the context of ESG and other broader corporate
issues, he also noted that the question of data
protection and the ethical use and processing of data
is now a “Board level issue” from a risk perspective.
But this does not mean that the US cloud should be
avoided completely. Herald Jongen reassured
webinar attendees that “compliant use of the cloud
with US cloud providers is absolutely possible.” In
particular, Gary La Fever (Anonos) noted that by
“‘implementing technical controls with the right legal
analysis and the right context, you can dramatically
reduce the processes that require unprotected
cleartext.” Specifically, the use of Statutorily
Pseudonymized data helps you to continue EU-US
data transfers, the use of the US cloud, and it “limits
your exposure for data breach,” while being able to
maintain “100% accuracy without requiring additional
processing time or expense than used when
processing unprotected cleartext.”

Anonos is a global innovator in data privacy
and security, providing the only software
platform that protects data in use with total
accuracy. Its patented Data Embassy®
platform transforms source data into Variant
Twins®: non-identifiable yet 100% accurate
data assets for specific use cases. Because
multi-level data privacy and security controls
are embedded into the data and

technologically enforced, Variant Twins can
travel anywhere - across departments,
outside the enterprise, or around the globe.
Therefore, projects for capturing valuable
insights can advance without compromising
privacy, security, accuracy or speed. To learn
more, schedule a briefing at anonos.com.






