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(57) ABSTRACT

Various systems, computer-readable media, and computer-
implemented methods of providing improved data privacy,
anonymity, and security by enabling subjects to which data
pertains to remain “dynamically anonymous,” i.e., anony-
mous for as long as is desired—and to the extent that is
desired—are disclosed herein. This concept is also referred to
herein as Just-In-Time-Identity, or “JITL” Embodiments
include systems that create, access, use, store and/or erase
data with increased privacy, anonymity and security—
thereby facilitating the availability of more qualified infor-
mation—via the use of temporally unique, dynamically
changing de-identifiers (“DDIDs”). In some embodiments,
specialized JITT keys may be used to “unlock” different views
of'the same DDID (or its underlying value), thereby providing
granular control over the level of detail or obfuscation visible
to each user based on the context of said user’s authorized use
of'data, e.g., authorized purpose(s), place(s), time(s), or other
attributes of the use.

20 Claims, 50 Drawing Sheets

RINAPLTENTAL SCSSORUE S O TSNS RS,




