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(57) ABSTRACT 
Various systems, computer-readable media, and computer 
implemented methods of providing improved data privacy, 
anonymity, and security by enabling subjects to which data 
pertains to remain “dynamically anonymous,” i.e., anony 
mous for as long as is desired—and to the extent that is 
desired—are disclosed herein. This concept is also referred to 
herein as Just-In-Time-Identity, or “JITI.” Embodiments 
include systems that create, access, use, store and/or erase 
data with increased privacy, anonymity and security— 
thereby facilitating the availability of more qualified infor 
mation—via the use of temporally unique, dynamically 
changing de-identifiers (“DDIDs”). In some embodiments, 
specialized JITIkeys may be used to “unlock” different views 
of the same DDID (orits underlying value), thereby providing 
granular control over the level of detail or obfuscation visible 
to each user based on the context of said user’s authorized use 
of data, e.g., authorized purpose(s), place(s), time(s), or other 
attributes of the use. 
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(4) DATA ELEMENTS ARE EVALUATED TO ASSESS 
DiSASSOCATION LEVELDETERMINATIONS (DLDs) 

) DYNAMICALLY ANONYMIZE DATA ELEMENTS BASED, AT LEAST 
INPART, ONDLDs (EG, DSASSOCATE AND/OR REPLACE) 

(2 

(3) CALCULATE AN ANONYMTY MEASUREMENT SCORE (AMS) 
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(1) EVALUATE DATA ELEMENTS TO DETERMINEAPPLICABLE 
£#&#3:\{XY &ESPÖNSE {}}S^{\{{`?}{}\;S 

(2) DYNAMICALLY ANONYMZE DATA ELEMENTSVADD?DS BY 
DiSASSOCATION AND OR REPLACEMENT AND POPULATEDDiD. 
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(3) DETERMINE RELEVANT INFORMATION UPON OCCURRENCE 
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(1) RECEPT OF RECUESTS FOR Op?DS FROM PRIVACY CHENT 
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wearable/portable device or user by implementing the use of 
TDRs and/or DDIDs rather than static identifiers. 

FIG. 27 is an example of a simplified functional block 
diagram illustrating a programmable device 2700 according 
to one embodiment that can implement one or more of the 
processes, methods, steps, features or aspects described 
herein. The programmable device 2700 may include one or 
more communications circuitry 2710, memory 2720, storage 
device 2730, processor 2740, controlling entity interface 
2750, display 2760, and communications bus 2770. Processor 
2740 may be any suitable programmable control device or 
other processing unit, and may control the operation of many 
functions performed by programmable device 2700. Proces 
sor 2740 may drive display 2760 and may receive controlling 
entity inputs from the controlling entity interface 2750. An 
embedded processor provides a versatile and robust program 
mable control device that may be utilized for carrying out the 
disclosed techniques. 

Storage device 2730 may store attribute combinations, 
software (e.g., for implementing various functions on device 
2700), preference information, device profile information, 
and any other suitable data. Storage device 2730 may include 
one or more storage mediums for tangibly recording data and 
program instructions, including for example, a hard-drive or 
solid state memory, permanent memory such as ROM, semi 
permanent memory such as RAM, or cache. Program instruc 
tions may comprise a software implementation encoded in 
any desired computer programming language. 
Memory 2720 may include one or more different types of 

storage modules that may be used for performing device 
functions. For example, memory 2720 may include cache, 
ROM, and/or RAM. Communications bus 2770 may provide 
a data transfer path for transferring data to, from, or between 
at least memory 2720, storage device 2730, and processor 
2740. 

Although referred to as a bus, communications bus 2770 is 
not limited to any specific data transfer technology. Control 
ling entity interface 2750 may allow a controlling entity to 
interact with the programmable device 2700. For example, 
the controlling entity interface 2750 can take a variety of 
forms, such as a button, keypad, dial, click wheel, mouse, 
touch or voice command screen, or any otherform of input or 
user interface. 

In one embodiment, the programmable device 2700 may 
be a programmable device capable of processing data. For 
example, the programmable device 2600 may be a device 
such as any identifiable device (excluding smartphones, tab 
lets, notebook and desktop computers) that have the ability to 
communicate and are embedded with sensors, identifying 
devices or machine-readable identifiers (a “smart device”), 
smartphone, tablet, notebook or desktop computer, or other 
suitable personal device. 

FIG. 28 is an example of a block diagram illustrating a 
system 2800 of networked devices for implementing one or 
more of the processes, methods, steps, features or aspects 
described herein. The privacy client described above may be 
implemented on any of the smart device (i.e., wearable, mov 
able or immovable smart devices) 2810, smart phone 2820, 
tablet 2830, notebook 2840, or desktop computer 2850, for 
example. Each of these devices is connected by one or more 
networks 2860 to the privacy server 2870, to which is coupled 
a database 2880 for storing information about attribute com 
binations, TDRs, Data Subjects, aggregated Data Subject 
profiles, time periods/stamps by means of time keys (TKs) or 
otherwise, association keys (AKs), replacement keys (RKs) 
and their associated information. The database 2880 may be 
any desired form of data storage, including structured data 
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bases and non-structured flat files. The privacy server 2870 
may also provide remote storage for attribute combinations, 
TDRs, Data Subjects, aggregated Data Subject profiles, time 
periods/stamps by means of time keys (TKs) or otherwise, 
association keys (AKs), replacement keys (RKs) and their 
associated information that have been or are to be delivered to 
the privacy clients on devices 2810, 2820, 2830, 2840, 2850, 
or other suitable devices either in the database 2880 or in a 
different database (not shown). 

Although a single network 2860 is illustrated in FIG. 28, 
the network 2860 may be multiple interconnected networks, 
and the privacy server 2870 may be connected to each of the 
privacy clients on 2810, 2820, 2830, 2840, 2850, or other 
suitable devices via different networks 2860. The network 
2860 may be any type of network, including local area net 
works, wide area networks, or the global internet. 

Embodiments of the present invention can provide privacy 
and security applications for various industries, environ 
ments, and technologies, including, but not limited to, online 
transactions, healthcare, education, card payment or process 
ing, information security, shipping, supply chain manage 
ment, manufacturing resource planning, geolocation, mobile 
or cellular systems, energy and smart grid technologies, the 
internet, and the defense and intelligence technologies and 
programs. 
When used in an online transaction environment, embodi 

ments of the present invention can provide consumers with 
the ability to control collection or use of their data, and may 
provide data custodians the ability to ensure third parties 
involved in data communications or dissemination receive 
only information necessary for them to perform their specific 
function. The resulting increased consumer confidence may 
enable continued enjoyment of benefits of the “Internet of 
Things,” as described above, without forsaking subject or 
related party rights or subjecting the industry to undue regu 
lation. 

In the healthcare field, embodiments of the present inven 
tion can help retain the efficacy of existing healthcare laws by 
improving de-identification. In addition, embodiments of the 
present invention may enable individual consumers and soci 
ety as a whole to benefit from healthcare big data analytics by 
improving likelihood of patient consent for research due to 
increased protection of confidentiality of data. 
As another example, when used in educational environ 

ments, embodiments of the present invention can provide 
educators and administrators with secure tools to access and 
use compartmentalized student-related data to enable stu 
dents individually, and school systems collectively, to benefit 
from enhanced data analytics without jeopardizing students’ 
rights to privacy/anonymity. 

In the field of national security setting, an example embodi 
ment of the invention may be used for instance by a govern 
mental national security organization to analyze limited tele 
phone records aggregated by individual telecommunications 
users, without requiring that any personally identifiable infor 
mation be provided to the security organization. For example, 
the time of calls, the ‘called to’ and ‘called from number, the 
duration of calls and the zip code of the “called to’’ and “called 
from numbers could be disclosed without having to expose 
telephone numbers making or receiving calls or personal 
information pertaining to calling or receiving parties. In this 
example, the security organization may analyze the limited 
telephone records to determine if any suspicious activity 
occurred at which point a warrant or other judicial approval 
may be issued to receive additional, more detailed attributes 
of the telephone records. In this manner, embodiments of the 
present invention can be used to further national security 
















